
CJIS Security Policy  Endpoint Checklist

Technical controls to support access to Criminal Justice Information

(CJI).

Core device controls

Full-disk encryption enabled on all endpoints (BitLocker,

FileVault, native Android/iOS).

Strong passcode policy with retry limits, automatic lock and

idle timeout.

Rooted or jailbroken device detection with automatic quarantine

or access block.

Wipe, selective wipe and remote lock available for lost or

retired devices.

Disable unauthorized interfaces and developer options where

applicable.

Access and app restrictions

App allow list for CJIS-authorized software; block unapproved

apps.

Configuration enforcement for browser, camera, Bluetooth and

hotspot per policy.

Kiosk or single-app mode for dedicated CJIS terminals where

appropriate.

Per-app VPN and certificate-based authentication for CJIS apps

and portals.

Auditing and accountability

Maintain device inventory with ownership, group and location

attributes.

Enable activity and admin audit logs; export logs for



investigations and audits.

Track configuration history and policy versions applied to

devices.

Patch and vulnerability management

Monitor OS and app update posture; enforce minimum versions

before granting access.

Block unpatched or non-compliant devices from CJIS systems

until remediated.

Document exception handling and timelines for high-risk

patches.

Network and communications security

Deploy trusted root certificates and intermediate chains to

endpoints.

Require TLS for all CJIS-related traffic; restrict legacy

protocols.

Define Wi-Fi profiles with strong authentication

(WPA2-Enterprise/802.1X) where used.

Incident response and media protection

Procedure to remotely lock or wipe devices on suspected

compromise.

Ensure secure sanitization and disposal of devices and

removable media.

Backups and recovery steps for mission critical apps and

configs.

Disclaimer: These checklists summarize common

endpoint controls. Your organization remains

responsible for full program compliance.


