CODEPRGEIH ERRROB8H_E SECURITY
(CLOUBRS)ON

Codeproof partnered with L@ integratethe LG Android operating system software iité
Codeproofcloudbased enterprise mobile security platforb@s enterprise customers can nee the
Codeproof central cloud consolerémotelymanage and secure L$dnartphones and tablets, in
addition to Samsurand Apple devices
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DEVICRRESTRICTION®LICIES

IT Admins can centrallpable ordisable variouslevice featuresncludingWiFi, BluetoothJSB, Airplane mode, SMS,
Phone, Roaming, Em@g§ OTAUpdate and Camera amongover 100otherpolicies. Configurerestrictiorpolicies
simultaneousht the group levefrom theCodeproof cloud console aagply these policies to all devicesrolled in the
futureautomaticallyAs a resultAdministratasdon 6t have t o ma ndavaeindiyidualho nf i gur e

E ﬁ Dashboard & sshetty@codeproof.col

Codeproof

Policy M. EMM Re rts Ad trat
olicy Manager % Jil Repo ¢ Administration

e a

MOBILE POLICY MANAGER

Android Security i0S Security  Samsung Security

LG Security

Mobile Antivirus ~ Agent Policy  Kiosk Mode

Kiosk App Management

App Restrictions  Device Restrictions

Passcode Policy

WiFi Policy

Secure Browsing

Encryption Policy

Email Policy

Enable

Allow Airplane Mode On

Allow Android Beam

Allow Auto Restore

Allow Auto Sync

Allow Background Process Limit
Enable Bluetooth

Enable Bluetooth Pairing
Enable Bluetooth Profiles
Enable Bluetooth Tethering
Allow Bluetooth Visible

Enable Outgoing Calls In Roaming
Allow Manual DateTime Change

Allow Manual Timezone Change

OoooooOoOoOoOoGOoOoQOoOOonRn

Allow Clipboard

Allow Contact Info Access

<]

Allow Hardware Factory reset
Allow Hotspot

Allow Infrared Port

Allow LG VPN

Allow Microphone

Allow Miracast

Allow Cellular Data Network
Allow Mock Location

Allow Multiple Users

Allow Native(Basic) VPN
Allow NFC

Allow OS OTA Update

Show Owner Info In The Lock Screen

(< I < B < BB < I < B < I < < << <

Allow Passive Provider

n Require EAS Complex Password

Device Restriction Device Restriction

Device Restriction

oooooooOopogOoOoDQpDOonn

a

Allow Sending SMS

Allow Shortcut Key

Allow Tethering

Allow USB

Allow USB Debugging
Allow USB Host Storage
Allow USB MTP

Allow USB PTP

Allow USB Tethering
Allow Developer Options In Settings
Allow Native & LG VPN
Allow VPN Split Tunneling
Allow Factory Reset
Allow Wireless Location

Allow Wireless Storage
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APP RESTRICTIONSVHITELISTING/BLKCISTIN@OLICIES

Fromthe App restrictions tab in the console, IT admindaekukers from changirgvice Settings and Configuratipns
app installations, accessing Web browsers and task manager, among other fasfpeesustom organizational policies
for Whitelist/Blacklist

Admin Panel

1 N & sshetty@codeproof.com
Codeproof ﬁDashboard [ i Policy Manager % EMM Jil Reports QAdm\mstlatlon

MOBILE POLICY MANAGER

Android Security i0S Security  Samsung Security LG Security

Mobile Antivirus ~ AgentPolicy  Kiosk Mode  Kiosk App Management — App Restrictions  Device Restrictions  Passcode Policy ~ WiFi Policy  Secure Browsing  Encryption Policy ~ Misc Policy  Email Policy

Enable

© LG Device

Allow App Installation By End User

Allow App Un-Installation By End User
Allow Running Of Unsigned App

Allow Sideloading(Manual APK Installation)
Enable Settings Changes By End User
Enable Google Playstore

Enable Web Browsers

Enable YouTube

Enable LG Backup

Enable Task Manager

ooopooOoOoDOoQOo@Ooao

Enable Voice Dialer

App Whitelist
Add Apps

T S

App Blacklist
Add Apps

Device Screen:

0= B il @12:32AM

Apps Widgets Q :

O - NN -

Amazon AT&T AT&T AT&T Locker AT&T
Kindle AllAccess  FamilyMap Ready2Go

S m O B
P $° m 9 [

Browser  Calculator  Calendar Camera Chrome  CKE Setting

~ 3

© 206 M

Clock Codeproof® Contacts DeviceHelp Downloads Email
D

B G Y <

File Manager  Gallery Games Keeper LGMDM LogGage
NewClient

a » @ @ .

Messages Music myAT&T Play Store  POLARIS
Office 5

BA=» « N

Quick QuickMemo+  Settings  SmartWorld Tasks
Remote

?‘ »  Browseris disabled by server policy.

TestMDMAPI  YouTube YP

< O
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WEBSITBVHITELISTING ANDONTENT FILTERECURE BROWSING)

Usingthe Codeproof Secure Browser Adl Administratecan remotely block website access in the deSmee othe
supportedfeaturesinclude

1 Remotely how onlytherequired websites (whitelist)
Remotely lmck certain websites (blacklist)

Remotely lmck websites based on a keyword in the content
Remotely lmck websites based on a keyword in theL
Remotely lmckall advertisements

Remotely lmck malicious websites

= =4 A4 A4 -5 -2

Settinghomepage &web shortcuts

£ @ vashboard Policy Manager % euM  [ulil Reports 3§ Administration & sshetty@codeproof.com

Mobile Antivirus ~ AgentPolicy ~ Kiosk Mode  Kiosk App Management ~ App Restrictions ~ Device Restrictions  Passcode Policy ~ WiFi Policy ~ Secure Browsing  Encryption Policy ~ Misc Policy  Email Policy

B cnable

Url access control

Allow all websites

Allow only these websites{whitelist)

__ o

hecp:/Awww. google.com soogle x

(@) Block only these websites(blacklist)

__ -

Content access control

Black sites which contains following keywords(seperated by comma)

Scan keywords in the Url

Scan keywords in the website content

Skip urls with following extensions(seperated by comma) | jpg.pnE.SiT

Ouoalloaoil

2 Search [¢]

Codeproof website

Google website

Apple Website

Microsoft website
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WIFIMANAGEMENT

1 Allowor blockspecificknown WiFhotspots
1 Remotely create analanage WiFiand APN profiles

Codeproof

ﬁ Dashboard 7,,1 Policy Manager % EMM alil Reports ﬁ Administration & sshetty@codeproof.com
o 50
MOBILE POLICY MANAGER
Android Security  i0S Security ~ Samsung Security LG Security
Mobile Antivirus ~ Agent Policy ~ Kiosk Mode  Kiosk App Management ~ App Restrictions ~ Device Restrictions ~ Passcode Policy ~ WiFi Policy  Secure Browsing  Encryption Policy  Misc Policy  Email Policy

LG Devices Enable

Allow WiFi

Allow WiFi Auto Connection
Allow Wifi Direct

Allow End User Profile Management

Allow WiFi Scan
Configure WiFi Hotspot

Add WiFi Hotspot

'WiFi Hotspot WhiteList Add WiFi 551D

'WiFi Hotspot Blacklist Add WiFi SSID

N T

IT administratsican emotely turi.G smarphone and tabletsinto kiosk devices. Kiosk modeyou can allowto run a
singleor a defined set ofapps and blockthe notification bar, backey, menu key, recent ke@slide, Spliscreen

windowand a range of unnecessary features.

You can alsassign a app to thehome keyThis app will be displayed in full screen mode.

Codeproof = ﬁ Dashboard Policy Manager % EMM Wil Reports Q Administration & sshetty@codeproof.com
MOBILE POLICY MANAGER
Android Security  i0S Security ~ Samsung Security LG Security
Mobile Antivirus ~ Agent Policy ~ Kiosk Mode  Kiosk App Management  App Restrictions  Device Restrictions ~ Passcode Policy ~ WiFi Policy ~ Secure Browsing  Encryption Policy ~ Misc Policy ~ Email Policy

LG Devices Enable ( Enable Kiosk mode policies. )

Enable Single App Full Screen View ( Enable full screen kiosk application. )

Kiosk App Package Name Browse

Allow Back Key ( Allow back key in the device. )

a

Allow Home Key ( Allow home key. )

Allow Menu Key ( Allow menu key in the device. )

[ < I <]

Allow Recent Key ( Allow recent key in the device. )

a

Allow Status Bar Expansion ( Allow status bar expansion in the device. )

<]

Allow Split Screen View ( Enable or disable split screen view. )

a

Allow Lock Screen Notifications ( Enable or disable keyguard customizations. )

Inherit from parent ( Inherit policies from parent node )

SAVE
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KIOSK MODE APP MANEGIENT

Codeproof Platform includése Kiosk app managemdeature that allowsadministratasto selectively ruappswhile
blocking the resiThiscapability is achievedisingthe Codeproof Kiosk Apfhome app)The Codeproof Kiosk App can
be downloaded fronthe Google PlaySore here.

1 Screendckdown & custom home screen
1 Remotely turn on/off appsom the home screen
1 Custom andingtext and background company logo

& sshetty@codeproof.com

Codeproof ﬁ Dashboard 7.,_:' Policy Manager % EMM il Reports Q Administration

O

Mobile Antivirus ~ Agent Policy  Kiosk Mode  Kiosk App Management — App Restrictions ~ Device Restrictions ~ Passcode Policy ~ WiFi Policy ~ Secure Browsing  Encryption Policy ~ Misc Policy ~ Email Policy

In order for this feature to work, you must install "Codeproof App Manager" app from appstore. Click here for instructions

Allow Settings App

(®) Allow All apps

LG Devices

Allow Selected apps

Allowed App Whitelist Add Apps
Android Web Browser com.android.browser Remove
Phone com.android.phone Remove

Add Webshortcuts

url Title

http://www.google.com Google Website Remove

Enab\e Branding

Branding Title e o,
Branding Subtitle | 4 456 986 5voD

Branding Image url

ACME Corporation

Redmond, WA, 1-866-986-BYOD

B o9 & ©

Calculator Chrome Gmail Settings

* .

Web

Shortcuts YouTube

x 9

Settings Chrome
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LOCATE THE DEVICEUNDING LOCATION HISRY

Codeproofplatform offers a complete device location history includingd@®@inatesand physical addresses.
Currently location historyssoredfor up-to three daysLocation history can be exported and downloadsd
spreadsheet ian Excelformat.

MOBILE POLICY MANAGER

Device Properties =~ Command Center fobile Antivirus  Agent Policy  Kiosk Mode  Kiosk App Management  Device Restrictions

Misc Policy = Email Policy = Secure Browsing

G Devices
LG Device[LG-V496] Current Location Lo View Data Download Data
Clinton Everett Gy -1
GPad[LG-V41 Map  Satelite ‘ s
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North America W . " @D =/
ansvilie 2/
] Snohomish
54
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Woods Creek

v {
Port Gamble JCreek EL“ Sultan ~.Gold Bar

mmal e Loz I

N Kingston {104) Address Zad 7 Way, Redmond, WA 98052, USA
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Shoreline (522) Eomer

A Indianola age Lake puyall
WIsbe  gyquamish
(305)
Keyport
OF | 7
Bainbridge v Carnation
Island
i ‘ Sammamish
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@ (305
Tiger o +
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' SeaTac
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Location History Export:

location-history-export.csv - Excel Sign in

Insert Page Layout Formulas Data Review View Add-ins LOAD TEST Team Q@ Tell me what y

Calibri S A E=E - B [Genenl - F B = Erinsen - X~ %Y p
< - = E’ Delete - '
B I U- Hi- § -9 » <348 Conditional Formatas Cell 7, Sort & Find &
A Formatting~ Table~ Styles~ ElFormat~ & 7 Fijter - Select~
Clipboard 1 Font £} Alignment [F1 Number ] Styles Cells Editing -
H17 < £ i
A B C D E F G H J K L [t N |~

1 |ReportedTime Latitude Longitude Accuracy PhysicalAddress

2 3/23/2016 8:58  39.5124 -85.7886036 12 806 St Joseph St, Shelbyville, IN 46176, USA

3 3/23/2016 8:45 39.50195 -85.78806745 48 2325 S Miller st, Shelbyville, IN 46176, USA

4 3/23/2016 8:20 39.71084 -86.00333151 24 1-74, Indianapolis, IN 46239, USA

5 3/23/2016 7:59 39.94507 -86.15796182 8 10801 N Meridian St, Indianapolis, IN 46230, USA

& 3/23/2016 7:31 39.95876 -86.16011947 8 11725 N lllinois St, Carmel, IN 46032, USA

7 3/23/2016 7:06 39.95543 -86.1609186 32.4679985 11590 N Meridian St, Carmel, IN 46032, USA

8 3/23/2016 6:48 39.95545 -86.16097345 96 11590 N Meridian St, Carmel, IN 46032, USA

9 3/23/2016 6:16 39.97479 -86.15751788 6 12900 N Meridian St, Carmel, IN 46032, USA
10 3/23/2016 6:06 39.84864 -86.04510834 6 1-465, Lawrence, IN 46226, USA
1 3/23/20165:47 39.5892  -85.82947324 4/1-74, Fairland, IN 46126, USA
12 3/23/20165:36  39.5046 -85.7582016 71.69300079 1168-1192 E McKay Rd, Shelbyville, IN 46176, USA
13 3/23/2016 4:25 39.51248 -85.7885596 20 806 St Joseph St, Shelbyville, IN 46176, USA
14 3/23/2016 3:25 39.51248 -85.7885599 20 806 St Joseph St, Shelbyville, IN 46176, USA
15 3/22/2016 15:07 39.51248 -85.7885545 20 806 St Joseph St, Shelbyville, IN 46176, USA
16 3/22/2016 14:41 39.51249 -85.78856 20 806 St Joseph St, Shelbyville, IN 46176, USA

17| 3/22/2016 14:16 39.52168 -85.7769454 16 300 S Harrison St, Shelbyville, IN L
18 3/22/2016 13:51 39.78437 -85.76919833 8 1 Court House Plaza, Greenfield, IN 46140, USA
19 3/22/2016 13:31 39.79764 -85.76927976 48 2-98 Ellis Dr, Greenfield, IN 46140, USA
20 3/22/2016 13:12 39.79737 -85.76913457 24 1031 N State St, Greenfield, IN 46140, USA
21 3/22/2016 12:47 39.81705 -85.92184051 24 1-70, Greenfield, IN 46140, USA
22 3/22/2016 12:24  39.78865 -86.1627613 43.83400101 280-298 W 16th St, Indianapolis, IN 46202, USA
23 3/22/2016 12:03 39.80273 -85.9629018 50 11432-11448 Cosma Ct, Indianapolis, IN 46229, USA
24 3/22/2016 11:23 39.79449 -85.765895 20.84399936 300 E Boyd Ave, Greenfield, IN 46140, USA
25 3/22/2016 10:08 39.79448 -85.7658651 20 300 E Boyd Ave, Greenfield, IN 46140, USA
26 3/22/2016 9:45 39.79578 -85.7678955 20 HRH Private Dr, Greenfield, IN 46140, USA
27 3/22/2016 9:05 39.79571 -85.7680465 159.9730072 HRH Private Dr, Greenfield, IN 46140, USA
28 3/22/2016 8:30 39.79595 -85.76791721 48 HRH Private Dr, Greenfield, IN 46140, USA
29 3/22/2016 8:11 39.79574 -85.7679682 161.9900055 HRH Private Dr, Greenfield, IN 46140, USA
30 3/22/2016 7:51 39.80549 -85,77427944 8 200 Green Meadows Dr. Greenfield. IN 46140, USA A
location-history-export + 4 3

Ready il m - 1 + 100%
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MDM TOOLS

Usingthe command centeadministratas canperformthefollowing action$o the devicanstantly

Remotely lock the device

Remotely wip the device and/otthe external memory card
Sendthe scream sound

Sendthe Push Message

Remotely reboatg the phone

Remotely poweoff the phone

Remotely launch the App in the phone

Remotely wip ALLApp data

= =4 A4 4 -5 -2 -5 -2 -9

Remotely uvinstall aps

Codeproof = ﬁ Dashboard Policy Manager % EMM Wil Reports ﬁ Administration & sshetty@codeproof.com
MOBILE POLICY MANAGER
LG Security

Device Properties ~ Command Center ~ Mobile Antivirus ~ Agent Policy  Kiosk Mode  Kiosk App Management  Device Restrictions ~ App Restrictions ~ Passcode Policy =~ WiFi Policy  Encryption Policy

Misc Policy ~ Email Policy ~ Secure Browsing  Locate Me

Select a command to create:

’(Se\ectCommand) ez
(Select Command)

Screen lock command
Wipe Device(Factory Reset)
C{send scream

Install Application

uninstall Application
| Reboot Device
—_ | Power Off Device
Start Application
Wipe Application Data

Device[LGV496]
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APP DEPLOYMENT

IT administratsican centrally deploya business apfAPK to all enrolledLG devicessimultaneouskimply by adding
the APK downloatdRl1to the CodeprootonsoleApps will be installeth the device silently.

After adding the APKJIRLmake sure tgelect h e 0 d e p | OAfter that, berdcaping cormand to device to
performa force policy updateApps will be installethstantlyComplete instructions are availablee

Device Ping:
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